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Material : computer files
encoding images

TUNGSTENE Software

> Expose digitally altered photographs
> Reveal the altered photographic message
> Deal with the weak signals-inside ‘the photographic and video files

> Find what these weak signals might tell us-on both the image file
AND the situation: the physical scene as it was shot

eExtract , amplify and expose weak information

eAlteration and forgery are weak signal




Rationale

TO ASSESS
Still digital images Still-digital images or videos
Or VIdeos as as tracks of a physical scene

computer files

> Look for > Extract information
anomalies and about the physical objects
forgeries and processes

*»



Rationale

TO ASSESS

Still digital images Still-digital images or videos
or videos as as tracks of a physical scene

computer files

> Look for E s Extract information
anomalies and about the physical objects
forgeries and processes
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Scientific Work

® Strictly scientific conception

x Fundamentally a mathematical and computer
approach

x Comprehension of the digital photography
Process

x Scientifically supported results




Mathematical Tools

= Multispectral Analysis

» Extract data and information on the physical propoertis of any
physical object based on the information carried by the light.

= 2 types of light:
= Reflected by the physical objects,

= Emifted light.

Algebraic Topology

» We make a projection of the data included inside the image file
in specific 3D spaces where the geometrical and algebraic
relations (between these data) let us




Archaeorithmic

Multispectral Enhancement

Algebraic
Optic

Visual

Sensor
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eXo makKina

= O. Bin Laden’'s death in




Intrusion / Alteration

Local, destructive and irreversible action




Agence France Presse

® Qualifier les sources




Agence France Presse

Année du Dragon, Hong Kong - 2012
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Forensics
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Forensics

Etude de C
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TUNGSTEN Methodology:

x |s the file an original?
x Has the file been digitally altered?

= Where? (Surface or structure) Filters

= Separafe Artifact from singularity from alteration

x HOW WAQaSs the tampering donee
Interpretation

x Why was the tampering done?¢




Usual Sources of

KCNA, North Korea - March 26, 2013
Military Dirills




Usual Sources of Fakes

H Carte des probabilités en 3D l

Echelle Auto.

3D frequencies and inferpolation model




Usual Sources of Fakes

2 cloned hovercrafts




sual Sources of Fakes

KCNA, North Korea




Usual Sources of Fakes

KCNA, North Korea




Usual Sources of Fakes
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Scientific Work

x TUNGSTEN is not 1o be used 1o pass judgement
on a situation or on an author of the forgery

x TUNGSTEN must only be used to retfrieve a large
amount of information and technical details
from the photographic file

® User's duty: give the proper interpretation from all
the information and details




Government Services

* Removing or Limiting doubts and risks, communicating effectively




Government Services




Government Services




sing Light Waves




Using Light Waves
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Light Waves

Usin




News Press Agencies

Photograph from the Republican campaign in 2012




News Press Agencies
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Photograph from the Republican campaign in 2012




News Press Agencies

Photograph from the Republican campaign in 2012




News Press Agencies

Photograph from the Republican campaign in 2012




Usual Sources of Fakes

KCNA, North Korea - March, 2013

<<Baftle plan>>




Two kinds of alterations

1st kind is <<cosmetic>>: to highlight the symbols of military power




Usual Sources of Fakes
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Two kinds of alterations

1st kind is <<cosmetic>>: to highlight the symbols of military power




Usual Sources of Fakes

Two kinds of alterations

2nd kind is <<concealing>>: to hide sensitive information




Usual Sources of Fakes

Bleu 5 0,001
Médian Rayon=5
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Two kinds of alterations

2nd kind is <<concealing>>: to hide sensitive information




Usual Sources of Fakes

Bleu 5 0,001
Médian Rayon=5
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Two kinds of alterations

Zones in red show where the file was altered




Unexpected Sources of Digital Staging

Two kinds of alterations

Remove sensitive information AND dramatize the situation and the characters




Unexpected Sources of Digital Staging

Two kinds of alterations

Remove sensitive information AND dramatize the situation and the characters




Unexpected Sources of Digital Staging

Two kinds of alterations

Remove sensitive information AND dramatize the situation and the characters




Unexpected Sources of Digital Staging

Two kinds of alterations

Remove sensitive information AND dramatize the situation and the characters




Unexpected Sources of Digital Staging

' 1.: '1_[&""":.."4

- .
Two kinds of alterations

Remove sensitive information AND dramatize the situation and the characters




Unexpected Sources of Digital Staging

Two kinds of alterations

Remove sensitive information AND dramatize the situation and the characters




Unexpected Sources of Digital Staging




Multispectral Analysis

x TWO main types of images

=  Aerial and/or satellite images

= Missile launch images
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Identified Flying Objects
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SJISSIA







ARGON Filter

 Extra mediuh1
i frequencies. COULD

i i, .| be related to
i 5 | turbulences
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FLUOR Filter

Near Infrared




FLUOR Filter
Near Infrared on PCA




PRDBLéMATII:IUE DES DOCUMENTS

> Libres
> Semi-libres

> Régaliens

> ldentité
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amabhirya arabe libyenne populaire glorieuse

« Pas de démocratie sans conférence populaire »

Date : 10. 12. 2006
Correspondant a : 10. 12. 1375
N° 1917 68 P

Service de la sécurité extérieure

Frére / Président du Fonds libyen des investissements africains

Que la paix soit sur vous...

En référence aux instructions émises par le bureau de liaison du comité
populaire général concernant I’approbation d’appuyer la campagne
¢lectorale du candidat aux élections présidentielles, Monsieur /Nicolas

Sarkozy, pour un montant d’une valeur de cinquante millions d’euros.

Nous vous confirmons 1’accord de principe quant au sujet cité ci-dessus,
et ce apres avoir pris connaissance du proces-verbal de la réunion tenue
le 6. 10. 2006, a laquelle ont participé¢ de notre coté le directeur des
services de renseignements libyens, et le président du Fonds libyen des
investissements africains, et du co6té francais, Monsieur /Brice
Hortefeux, et Monsieur /Ziad Takieddine, et au cours de laquelle un

accord a été conclu pour déterminer le montant et le mode de paiement.

Que la paix soit sur vous et la miséricorde de Dieu et ses bénédictions...

Moussa Imuhamad Koussa
Chef du service de la sécurité extérieure
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ACP bande 1
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TUNGSTEN for Tampered Facial Pictures

Genuine
source image




TUNGSTEN for Tampered Facial Pictures

Doctored image




TUNGSTEN for Tampered Facial Pictures

/'

Results produced

by TUNGSTEN




TUNGSTEN for Tampered Facial Pictures

Superimposition:

source image + TUNGSTEN's results




TUNGSTEN for Tampered Facial Pictures

Doctored photograph

Modern morphing > PhotoSt fer: Liquify
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TUNGSTEN for Tampered Facial Pictures

babilités en 3D

TUNGSTEN provides 3D modelling

[ Carte des pre
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TUNGSTEN for Tampered Facial Pictures




TUNGSTEN for Tampered Facial Pictures




TUNGSTEN for Tampered Facial Pictures




TUNGSTEN for Tampered Facial Pictures
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Doctored photograph
Photo editing: composition




TUNGSTEN for Tampered Facial Pictures




TUNGSTEN for Tampered Facial Pictures
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TUNGSTEN for Tampered ID Documents

® Provide numerous and various assesment tools and
features

x The results are highly visual

®x The results have 1o be robust and independant from
the condifions of light

® The results have to be robust and independant
from the kind of digitization/scanning device

® Flectronic processing has to be fast

®x Put the software on a microchip




TUNGSTEN for Tampered Documents
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TUNGSTEN for Tampered Documents

Eal Carte des probabilités en 30

o) Carte des probabilités en 30

3D modelling
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